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These materials are for information purposes only and do not constitute legal or 
other advice. 

These materials are intended as an aid in improving cyber security and fraud 
awareness and are not a substitute for your own program or advisors in this 
regard. 

Citi assumes no responsibility or liability for any consequences of any entity relying 
on any information in these materials.
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Massification of the Internet

New technologies and Hyperconnectivity

Digital Economy

Data explosion

Data capture and edge 
(Mobile Devices, wearable devices, IoT – Internet of Things, Robots).



Source: 1. Cybersecurity Ventures – 2022 Official Cybercrime Report.  | 2.  FBI - Alert Number - I-050422-PSA – May 2022  | 3. Cost of a Data Breach - Report 2022 – IBM Security 4

The global annual cost 
of cybercrime predicted 

in 20231

USD$8 
trillion

… and

$10.5 trillion

in 2025 1

CyberCrime

People connected to 
the internet1

6 billion $2.8 
million

Average cost of a data 
breach in Latin America 
at 2022 3

were the estimated 
losses business suffered 
due to BEC scams from 

2016-2021 2

USD$43.3
billion



60%

Of Latin American companies 
have suffered a cyberattack 1 

Source: 1. IDB   |  2. Fortinet’s threat intelligence lab, FortiGuard Labs

$360 billion in 2022 attempted cyberattacks in  2022 2

15Bn

20Bn

103Bn

187Bn

360Bn

Peru

Colombia

Brazil

Mexico

Latin America 360 BN

187 BN

103 BN

Source:. Cybersecurity Ventures – 2022 Official Cybercrime Report , The Latest 2023 Cyber Crime Statistics – AAG-It
Global Cybersecurity Outlook 2023 - World Economic Forum 
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Phishing Ransomware $7.7 billion

Cost of Crypto scams in 2022 
alone1

Are  29 % of attacks in Latin 
America.

Most used method by cybercriminals2

Every 2 seconds

new  ransomware attack on 
consumers and organizations1

Business Email 
Compromise

21% LATAM | 35% N.A. 
(Payments Focus)

65% Increase Jul 2019 Dec 
2021 



90%
of money is in a 
digital vault

Source: Citi
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Make security a 
Corporate, 
Government &
Financial System Priority! 



Main Cybersecurity Challenges

Source: World Economic Forum – Strategic Intelligence

According to The World Economic Forum, cyber risks continue ranking among global top risks in 2022

Regulation
. 

Skill Gaps

Diplomacy & International 
Security 

Infrastructure & Cyber 
Resilience 
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1

28

46

7 3

Governance

New technologies 

.

Supply Chain 
Risk 

CyberCrime



Framework

Cybersecurity Approach

Cybersecurity is a 
Continuous Life Cycle based on: 

The ability to maintain a company prepared for a cyberattack is a decisive factor to ensure its survival during a crisis

People Process Technology

Recover
Identify

Respond

Detect

Protect

F
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Citi’s Cyber Security Fusion Center (CSFC) 
Strengthening the ecosystem through security best practices 

Prevent and detect cyber-attacks against Citi, its 
customers, and critical partners 

Reduce Citi’s vulnerability and risk to cyber-
attacks

Minimize damage and attacks through an effective 
and efficient response effort 

Driving a learning organization to action 
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PBWM Fraud

Citi Technology Infrastructure

Legal

Institutional Clients Group

Cyber Security Investigative 
Services

Operational Risk Management

Security Operations 
Center

Cyber Security 
Fusion Center

F
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Holistic Approach

Managing Risks and Frauds

Centralize Digitize

Banks

Suppliers

Information 
Security & 

Technology

Financial 
Outsource 
Vendors

Other parts of 
the Corporation

Internal
Interactions

Finance 
and Treasury

Centralize

Efficiency & 
Control 

Improvement

Enables 
Centralized 
Controls and 
alerts

Digitizing 
Transaction 

Services

Human Error 
Reduction



Thank you!

These materials are for information purposes only and do not constitute legal or other advice. These materials are intended as an aid in improving cyber security and fraud 
awareness and are not a substitute for your own program or advisors in this regard. Citi assumes no responsibility or liability for any consequences of any entity relying on any 
information in these materials.



IRS Circular 230 Disclosure: Citigroup Inc. and its affiliates do not provide tax or legal advice. Any discussion of tax matters in these materials (i) is not intended or written to be used, and cannot be used or 

relied upon, by you for the purpose of avoiding any tax penalties and (ii) may have been written in connection with the “promotion or marketing” of any transaction contemplated hereby (“Transaction”). 

Accordingly, you should seek advice based on your particular circumstances from an independent

tax advisor.

This communication is provided for informational purposes only and may not represent the views or opinions of Citigroup Inc. or its affiliates (collectively, “Citi”), employees or officers. The information contained 

herein does not constitute and shall not be construed to constitute legal, investment, tax and/or accounting advice by Citi. Citi makes no representation as to the accuracy, completeness or timeliness of such 

information. This communication and any documents provided pursuant hereto should not be used or relied upon by any person/entity (i) for the purpose of making regulatory decisions or (ii) to provide 

regulatory advice to another person/entity based on matter(s) discussed herein. Recipients of this communication should obtain guidance and/or advice, based on their own particular circumstances, from their 

own legal, investment, tax or accounting advisor.  

Any terms set forth herein are intended for discussion purposes only and are subject to the final terms as set forth in separate definitive written agreements. This presentation is not a commitment or firm offer 

and does not obligate us to enter into such a commitment, nor are we acting as a fiduciary to you. By accepting this presentation, subject to applicable law or regulation, you agree to keep confidential the 

information contained herein and the existence of and proposed terms for any Transaction.

We are required to obtain, verify and record certain information that identifies each entity that enters into a formal business relationship with us. We will ask for your complete name, street address, and taxpayer 

ID number. We may also request corporate formation documents, or other forms of identification, to verify information provided.

Products and services described herein, including its different features, fees and, interest rate may (i) differ among geographic locations, and (ii) not be offered in all locations. In addition, certain Services and/or 

products mentioned in this communication may contain provisions that refer to a reference or benchmark rate which may change, ceases to be published or be in customary market usage, become unavailable, 

have its use restricted and/or be calculated in a different way. As a result, those reference or benchmark rates that are the subject of such changes may cease to be appropriate for the services and/or products 

mentioned in this communication. We encourage you to keep up to date with the latest industry developments in relation to benchmark transitioning and to consider its impact on your business. You should 

consider, and continue to keep under review, the potential impact of benchmark transitioning on any existing services and/or product you may have with Citi, or any new services (you avail) and/or product you 

enter into with Citi. Citi does not provide advice, or recommendations on the suitability of your service and/or product choice including with respect to any benchmark transitioning on any existing service and/or 

product you have with Citi. You should obtain professional independent advice

(tax, accounting, regulatory, legal, financial or otherwise) in respect of the suitability of your service and/or products in light of benchmark transitioning as you consider necessary. 

© 2023 Citibank, N.A. All rights reserved.

Citi, Citi and Arc Design and other marks used herein are service marks of Citigroup Inc. or its affiliates, used and registered throughout the world.

These materials are for information purposes only and do not constitute legal or other advice. These materials are intended as an aid in improving cyber security and fraud awareness and are not a substitute for your own program or advisors in this 
regard. Citi assumes no responsibility or liability for any consequences of any entity relying on any information in these materials.
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